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BEML SRM Software and IE Settings Setup Instructions

Click on ‘Download SRM Setup’ link available on the left side of the page
https://www.bemlindia.in/eprocurement/demo.php ) and download the zipped file
to your system.

Extract the zipped files to folder BEML_SRM_Software_Setup which shows the
following folder and file :

a) install-files (File Folder)
b) setup.bat (Windows Batch File)
Right click on the setup.bat file and click on ‘Run as administrator’.

In case Windows Defender displays message as below, click on More info.

Windows protected your PC

Windows Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.
More info
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5) Click on ‘Run anyway’ as shown below.

Windows protected your PC

Windows Defender Smartscreen prevented an unri ed app from
starting. Running this app might put your PC at risk.

App: setup.bat

Publisher: Unknown publisher
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6) Microsoft Visual C++ 2010 32 bit installation will start. Put tick mark for | have read and accept
the license terms as shown below. (In case this software is already installed in the system,
please refer to page 9).

B, \icrosoft Visual C++ 2010 x86 Redistributable Setup — ™
Welcome to Microsoft Visual C++ 2010 x86 Redistributable Setup
Please, accept the license terms to continue. w
~

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL C++ 2010 RUNTIME LIBRARIES W
|:| I have read and accept the license terms, :.é H
N

Yes, send information about my setup experiences to Microsoft Corporation.

For more information, read the Data Collection Policy.

Install Cancel
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7) Click on Install button as shown below.
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crosoft Visual C++ 2010 x86 Redistributable Setup

Welcome to Microsoft Visual C++ 2010 %86 Redistributable Setup
Please, accept the license terms to continue.

MICROSOFT SOFIWATRE LICENSE TERMS

MICROSOFT VISUAL C++ 2010 RUNTIME LIBRARIES

EI have read and accept the license terms. | i‘

[] Yes, send information about my setup experiences to Microsoft Corporation,

For more information, read the Data Collection Policy. F

8) Click Finish as shown below.

=% Microsoft Visual C++ 2010 %86 Redistributable Setup — b s

Installation Is Complete

Ww Microsoft Visual C++ 2010 x86 Redistributable has been
H installed.
Visual Studio

Ls

You can check for more recent versions of this package on
the Microsoft Visual Studio website.




9) Java 8 Update 201 32 bit installation will start. Click on Install as shown below.

lava Setup - Welcome - X

Welcome to Java

Java provides access to a world of amazing content. From business solutions to helpful utilities and
entertainment, Java makes your Internet experience come to life.

Note: No personal information is gathered as part of our install process. Click here for more information on
what we do collect. |

Click Install to accept the license agreement and install Java now.

P
[] Change destination folder Cancel I | Install =
10) Click on OK as shown below.
Change in License Terms — ¢

Important Information about Oracle Java SE Roadmap

Changes are coming which will impact your access to future releases of Java SE from Oracle.

Corporate users will be impacted with the April 2019 update.

These changes do not affect the version you are about to install.
For additional guidance please follow the link below.

More information...
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11) In case the following screen is displayed, uncheck for ‘Restore Java security prompts’
and click on Next as shown below.

lava Setup - Restore Security Prompts —

Restore Java security prompts

Some Java security prompts have been hidden when you selected the "Don't show this again’ option. You can
improve the security of your personal information by restoring these prompts every 30 days.
More information

“D Restore Java security prompts

12) Click on Close as shown below.

Java Setup - Complete

\/ You have successfully installed Java

You will be prompted when Java updates are available. Always install updates to get the latest performance
and security improvements.

More about update settings

Back ] | Close




13) Message as shown below is displayed. Press any key on the keyboard to continue
and close the installation.

ress any key to continue .

14) Click on ‘Download IE Setup’ (link available on the left side of the page
https://www.bemlindia.in/eprocurement/demo.php ) and download the batch file to
your system. Right click on the file downloaded and click on ‘Run as administrator’.
Press any key on the keyboard to continue.

Trusted Site entry (https://*.bemlindia.in) is added in Internet Explorer and the
required settings for Trusted Sites Zone are made. Screen as shown below is displayed.

e
'ress any key to continue .
net Explorer

urn Off Pop-Up Blocker

he operation completed successfully.
Yisabled protected mode

he operation completed successfully.
setting custom level

Allow Scriplets

he operation completed successfully.
Automatc Prompting for ActiveX controls
he operation completed successfully.
ownload signed™ctiveX controls

he operation completed successfully.
ownload unsigned ActiveX control

he operation completed successfully.
yisplay mixed content

he operation completed successfully.
ydisable Pop-up blocker

he operation completed successfully.
Adding BEML as trusted websi

he operation completed successfully.
’ress any key to continue .
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15) Pressing any key will close the screen.

16) Open Java Control Panel. Click on Security tab and click on Edit Site List..., Click on

Add and add the following two entries:

i) https://bemlepci.bemlindia.in:50001/
ii) https://bemlsrmp.bemlindia.in:8443/

L&) Java Cc
General Update Java Security Advanced

Enable Java content for browses 2nd Web Start applications

[

Security level for applications not on the Exception Site list

() Very High

Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

(@) High
Java applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed belows will be allowed to run after the
appropriate security prompts.

https://bemlepci.bemlindia.in: 50001/ P
.ihttpS.'f,.'rhEm|Srm|:|.|:IEFI"I|IHE|IEI.IH'.8443,|'r o Edit Site List.....__
PRt e ERTur i SIS | i I‘»ﬁanage Certificates...

Cancel Apply

17) Click on OK.



18) Click on the Advanced tab and select the three parameters as shown below.

] [};—" Control Pane —;
General Update Java Security Advanced

~|+'] Show sandbox warning banner ﬁ
~[+] Allowr user to accept INLP security requests
----- Don't prompt for client certificate selection when no certificates or only one exist:
----- Warn if site certificate does not match hostname
----- [ ] show site certificate from server even if it is valid
Mixed code (sandboxed vs. trusted) security verification
----- () Enable - show warning if needed
----- () Enable - hide warning and run with protections

~{_) Enable - hide warning and don't run untrusied code
----- (@) Disable verification (not recommended)
erform signed code certificate revocation checks on

~(_) Publisher's certificate only
----- () All certificates in the chain of trust
----- (®) Do not check (not recommended)
Check for signed code certificate revocation using
----- Certificate Revocation Lists (CRLs)
----- Online Certificate Status Protocol (QCSF)

----- Both CRLs and OCSP
Perform TLS certificate revocation checks on
----- () Server certificate only

e () All certificates in the chain of trust

(@) Do not check (not recommended)”
Check for TLS certificate revocation using

----- Certificate Revocation Lists (CRLs)

Online Certificate Status Protocol (OCSF) W

-

Cancel Apply

19) Click on OK.



20) If Microsoft Visual C++ 2010 32 bit is already installed in the system, you will get
message as shown below.

E* Microsoft Visual C++ 2010 %86 Redistributable Maintenance —4 x
Microsoft Visual C++ 2010 x86 Redistributable Maintenance
You can repair your installation or remove it from this computer. w

Please, select one of the following options:
(®) Repair Microsoft Visual C++ 2010 x86 Redistributable to its original state.

(_) Remove Microsoft Visual C++ 2010 x86 Redistributable from this computer,

[[]ves, send information about my setup experiences to Microsoft Corporation. f

For more information, read the Data Collection Policy. f






